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Multiple Layers of Security

The PlaSec Enterprise Appliance provides multiple layers of security, giving customers peace
of mind with their security system. The Enterprise Appliance ships pre-installed with a
hardened Linux-based Platform. By not requiring a traditional database server, the
probability of a virus attack is greatly reduced. The Enterprise Appliance communicates via
encrypted Secure Sockets Layer (SSL) technology and the entire PlaSec product application
has been analyzed and highly rated by an independent third party verification company
(Veracode). PlaSec also employs an I'T modeled Role Based permission design for its system
operators, allowing them access to only the information that they need to perform their daily
activities. All event and user activity is recorded in a detailed audit trail for reporting or export
into a third party system.

Real-World Convergence

PlaSec Appliances deliver real world convergence that customers can trust. For example,
convergence between a PlaSec Appliance and an IAM or HR system allows automated
revocation of an employee’s or contractor’s building access badge based on specific
programmed activity in either system, greatly improving security and increasing response
times. In addition, customers can correlate logical and physical security event information to
allow systems to report & react to a non-conforming activity. An unauthorized attempted
access to a data closet with a nearby perimeter door held open can send a command to an IP
camera to stream video to the Security or Network Operations Center, for example.
Conversely, an unauthorized door held open or forced open can signal computers in an

adjacent room to suspend network access. All without any operator intervention!

Copyright 2010 by PlaSec, Inc. All rights reserved.

CardConnect
Integration

Hot Standby
Failover Support

Enterprise Appliance
Capacities
* 2,048 Card Readers
* 500,000 Identities
* 150,000,000 Stored Events

* 50 Simultaneous Operators

System Capacities

* Unlimited Appliances

e Unlimited Doors

Corporate Headquarters

11710 Plaza America Dr
Suite 2000
Reston, VA 20190
Phone (703) 635-7415
Fax (703) 635-7429

Plassa

Simplify. Collaborate. Protect.



